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Executive summary 
Hewlett Packard Enterprises’ introduction of the new HPE ProLiant DL380 Gen10, ProLiant DL360 Gen10 and ProLiant DL560 Gen10 server 
platforms provides a new experience in business and IT agility, superior business resilience and protection, and more control on how you 
consume IT. With new technology features, advancements in compute, power and cooling, and integrated security, HPE continues to lead 
innovation in data center technology.  

Ideal for client virtualization workloads, with these new enhancements, the HPE Gen10 platforms will be able to deliver a more secure, higher 
performant end-user experience with reduced power and cooling requirements. Compared to the HPE ProLiant Gen9 platform, the Gen10 offers: 

• Memory: 66% greater maximum memory bandwidth over ProLiant Gen9 platforms reduces memory performance and sizing issues 

• Smart Array Controllers: 50% more performance at 45% less power than Gen9 controllers 

• Security: Digitally Signed Firmware and Best in Class firmware security reduces risk of malicious firmware modifications 

• Ethernet Adapter: Up to 750Gbps max I/O throughput with new HPE 25Gb adapters  

• Graphics: Support for NVIDIA Graphics cards includes the NVIDIA Quadro P2000, Quadro P4000, Quadro P6000 and Tesla M10 

• Power and Cooling: Up to 96% efficient HPE Flex Slot power supplies reduce power and cooling needs 

This document provides insight into these new platforms, their capabilities, configuration options and selection criteria for utilization within a 
VMware® Horizon® end-user computing environment. 

Target audience: This document is targeted at IT decision makers, enterprise architects and others who wish to understand more about 
selecting servers from Hewlett Packard Enterprise to support VMware Horizon implementations. Knowledge of end-user computing technologies 
and trends as well as core server, storage and networking technologies is assumed.  

Solution overview  
Successful end-user computing environments are those that meet the goals set by IT and the business consumer at the outset. At a high level, 
solutions must be: 

• Secure – From the compute infrastructure that hosts end-user sessions to the networks that carry the protocol by which end users receive 
their experience, security should be top of mind for any implementation of VMware Horizon. Insuring that user data and access is secure starts 
with insuring that the platform hosting it is secure. 

• Manageable – Migrating new end-user resources into the data center means insuring that the platforms that host those resources are highly 
manageable. Ideally the platforms are able to be managed via the same tools as the existing infrastructure that they augment. This all helps 
provide uptime for the end users that depend on these systems to do their jobs and drive your business.  

• Performant – A poor end-user experience drives increased support calls to the helpdesk. That means that the experience of the end user must 
be good in order for the implementation to succeed so the underlying platforms must be performant.  

With the introduction of the HPE ProLiant DL380 Gen10, ProLiant DL360 Gen10 and ProLiant DL560 Gen10 servers, Hewlett Packard 
Enterprise has released three platforms that provide the security, manageability and performance demanded by end-user computing workloads 
and end users themselves. This document focuses on helping Hewlett Packard Enterprise’s customers understand these platforms and the 
related options in the context of an end-user computing deployment. It seeks to highlight the features these platforms bring to market that help 
address the requirements for a successful end-user computing implementation.  



Reference Architecture Page 4 

 

Figure 1 provides a visual representation of HPE ProLiant DL380 Gen10, ProLiant DL360 Gen10 and ProLiant DL560 Gen10 servers.  

 

Figure 1. HPE ProLiant Gen10 servers (Top to Bottom) HPE ProLiant DL360 Gen10, HPE ProLiant DL560 Gen10 and HPE ProLiant DL380 Gen10 

Solution components  
This section describes the platforms and software that will power your end-user computing environment including an overview of the functions 
and benefits of VMware’s Horizon 7 suite of products.  

Servers 
Hewlett Packard Enterprise has launched three new ProLiant Gen10 servers which are a strong fit for a variety of end-user computing 
environments. Whether your concern is providing high end graphics to remote workers in order to keep data local or you are looking for the most 
secure platform on which to host your users, HPE ProLiant Gen10 is the right fit.  
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HPE ProLiant DL380 Gen10 
The HPE ProLiant DL380 Gen10 platform offers the ultimate flexibility for end-user computing workloads. With a choice of CPUs offering a 
balance between core counts and core frequencies, very large memory footprints, a broad array of graphics options and a mix of HDD, SSD and 
NVMe drives with up to 26 disks per host, the HPE ProLiant DL380 Gen10 works well for all end-user computing workloads. The HPE ProLiant 
DL380 Gen10 supports all graphics users from those with simple video needs to workstation class users and does so with support for the 
NVIDIA Quadro P2000 (x4), Quadro P4000 (x4), Quadro P6000 (x3) and the Tesla M10 (x3). 

 

Figure 2. HPE ProLiant DL380 Gen10 

HPE ProLiant DL360 Gen10 
The HPE ProLiant DL360 Gen10 is a performance driven dense 1U server that is ideal for a number of use cases, including end-user computing 
scenarios with pass through graphics requirements. The HPE ProLiant DL360 Gen10 continues support for pass through graphics options 
including the NVIDIA Quadro P2000 and Quadro P4000. With up to 10 internal disks including NVMe and all-flash configurations as well as a 
variety of processor and memory options this platform is a fit for many density optimized end-user computing environments. Figure 3 below 
shows the HPE ProLiant DL360 Gen10.  

 

Figure 3. HPE ProLiant DL360 Gen10 
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HPE ProLiant DL560 Gen10 
The HPE ProLiant DL560 Gen10 server provides a density optimized, 4 socket server platform that yields scalability compared to two socket 
platforms while reducing the total number of systems that need to be managed. For large end-user computing environments with limited 
graphics requirements or for mixed virtualization and end-user computing workload environments looking to limit platform counts, the HPE 
ProLiant DL560 Gen10 is a good fit. The platform supports up to two (2) NVIDIA Quadro P2000 graphics cards in passthrough mode allowing 
users with a need for workstation class graphics to receive an experience alongside a mixture of primarily non-graphics enabled end users. 

 

Figure 4. HPE ProLiant DL560 Gen10 

VMware Horizon 7 
VMware Horizon 7 with VMware NSX for Horizon and VMware vRealize® Operations for Horizon manages and securely delivers virtualized or 
hosted desktops and applications through a single platform to end users. These desktop and application services – including RDS hosted apps, 
packaged apps with VMware ThinApp and SaaS apps – can be all accessed from one digital workspace across devices, locations, media and 
connections without compromising quality and user experience.  

Following are the core features of VMware Horizon 7 that help IT control, manage and protect all of the Windows® resources end users want, at 
the speed they expect, with the efficiency business demands. 

Unified Digital Workspace 
With Horizon 7, IT can support real-time validation, streamlined identity management across identity sources like Active Directory and LDAP, 
and provide end users with contextual and customizable access to resources through a single unified workspace.  

Horizon 7 supports 2-factor, smart card and biometric authentication. It is designed and certified to meet the most demanding compliance 
regulations including those of the U.S. Federal Government.  

Desktops and applications that can be securely delivered and accessed through the digital workspace include:  

• VMware Horizon virtual desktops 

• Citrix® XenApp 5.0 and later  

• RDS-hosted apps and desktops for Windows Server® 2008 and later  

• SaaS applications 

• VMware ThinApp 5.0 and later 

• VMware Horizon Cloud Desktops and Horizon Cloud Apps  
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Just in Time Platform (JMP): JMP includes the following technologies combined together with the goal of delivering a dynamic virtual desktop 
and apps to end users: 

• Instant Clones for ultra-fast desktop provisioning 

• App Volumes for real-time app delivery 

• User Environment Manager for contextual policy management 

Blast Extreme Adaptive Transport (BEAT): BEAT is a new UDP-based transport as part of VMware’s Blast Extreme protocol that is designed to 
ensure great user experiences across varying network conditions – especially those with low bandwidth, high latency and high packet loss.  

Smart Policies with Streamlined Access: VMware Horizon Smart Access policies improve end-user satisfaction by simplifying authentication 
across all desktop and application services while improving security with smarter, contextual, role-based policies that support: 

• Contextual, role based security for end users that maps policies based on user, device or location with ease.  

• True SSO delivers one-click, password-free access to Windows desktop services.  

• Streamline identity management across identity sources and provide end users with easy access to resources through a single unified 
workspace.  

User Environment Management and Personalization 
VMware User Environment Manager™ offers personalization and dynamic policy configuration across any virtual, physical or cloud based 
environment.  

• Simplify end-user profile management by providing organizations with a single and scalable solution that leverages existing infrastructure.  

• Provide end users with quick access to a Windows workspace and applications, with a personalized and consistent experience across devices 
and locations.  

Real-time Application Delivery and Management  
• Easily package applications to avoid compatibility issues.  

• Instantly provision applications at scale.  

• Dynamically attach applications to users, groups, or devices, even when users are logged onto their desktop.  

• Provision, deliver, update, and retire applications in real time.  

VMware NSX for Horizon 
VMware NSX for Horizon provides networking and security for Virtual Desktops and Applications. Many organizations implement desktop and 
application virtualization to improve client computing security and deliver greater enterprise mobility. Centralizing desktops and applications 
protects data at rest, prevents unauthorized application access, and provides a more efficient way to patch, maintain and upgrade images. 
However, with desktop and application virtualization, new security concerns can arise behind the data center firewall—where hundreds or even 
thousands of desktops reside. These desktops sit in close proximity to other users and mission-critical workloads, making them much more 
susceptible to malware and other attacks. These attacks can move from desktop to server, exposing a large attack surface within the data center. 
This “east-west” threat scenario is a common one affecting many customers today, particularly those with stringent security and compliance 
mandates. 

VMware NSX for Horizon improves desktop virtualization security and helps address east-west threats by enabling administrators to define 
policy centrally. That policy is then distributed to the hypervisor layer within every VMware vSphere® host, and automatically attached to each 
virtual desktop as soon as the desktop is created. To secure virtual desktops and adjacent workloads within the data center, VMware NSX 
implements “microsegmentation,” giving each desktop its own perimeter defense. This “shrink-wrapped security” uses VMware NSX distributed 
virtual firewalling capability to police traffic to and from each VM, eliminating unauthorized access between desktops and adjacent workloads. If 
the virtual desktop moves from one host to the next, or across the data center, policy will automatically follow it. 
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VMware NSX for Horizon brings speed and simplicity to VDI networking with security policies that dynamically follow end users across 
infrastructure, devices, and locations. Fast and simple VDI networking with VMware NSX for Horizon ensures administrators can create, change, 
and manage security policies across all virtual desktops with a few easy clicks. Security policies can be quickly mapped to user groups to speed 
virtual desktop onboarding. With the ability to deploy virtualized network functions (like switching, routing, firewalling, and load-balancing) 
administrators can build virtual networks for VDI without the need for complex VLANs, ACLs, or hardware configuration syntax. 

Automated policies that dynamically follow end users and desktops means administrators can set policies that dynamically adapt to the end 
user’s computing environment, with network security services that map to the user based on role, logical grouping, desktop operating system, 
and more—independent of the underlying network infrastructure. A centrally administered policy is automatically attached to each desktop VM 
as soon as the desktop is created, so organizations can scale with confidence, with security that persistently follows the virtual desktop across the 
data center.  

VMware also created a platform for advanced security. VMware NSX offers an extensible platform that can be integrated with best-in-class 
capabilities from an established ecosystem of security partners. By dynamically adding services, virtual desktop security can be extended from 
the data center to the desktop and the application. This ecosystem of partners, including Trend Micro, Intel® Security, and Palo Alto Networks, 
offers solutions that protect the operating system, browser, email, and more—with antivirus, malware, intrusion-prevention, and next-gen security 
services. 

VMware vRealize Operations for Horizon 
Organizations are turning to desktop and application virtualization to support end users with secure access to corporate services across devices, 
locations, and connections. However, in order to provide these employees with the best possible experience at scale, IT organizations need to 
ensure that the storage, networking, and compute infrastructure used is adequately sized, tuned and—where necessary—remediated. This also 
applies to end users’ desktops and applications. Slow login times or poorly performing applications can severely impact workplace productivity. 
To optimize user experience, IT needs to anticipate problems proactively from the data center through to the very desktops and applications 
that employees are using today. 

VMware vRealize Operations for Horizon provides end-to-end visibility into the health, performance and efficiency of VMware and Citrix virtual 
desktop and application environments from the data center through to devices. It enables desktop administrators to proactively optimize end-
user experience, avert incidents and eliminate bottlenecks. Designed for VMware Horizon 6 and Citrix XenApp 6.5, VMware vRealize Operations 
improves IT productivity and lowers the cost of owning and operating virtual desktop and application environments. 

A single console provides administrators with applications and desktop performance metrics and usage insights from VMware Horizon, Citrix 
XenDesktop® and XenApp. The fully customizable dashboards automatically track detailed health of your end-user computing deployment, from 
virtual applications and desktop down to the underlying vSphere infrastructure. vRealize Operations version 6.3 supports monitoring of VDI and 
RDSH workloads of Horizon 7, 6.x and Citrix XenDesktop/ XenApp 7.6 to 7.8 environments, including Microsoft® Windows 10 in-guest metrics, 
application usage and user usage reports. 
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Figure 5 is a high level overview of HPE and VMware’s AlwaysOn Reference Configuration and is an example of one deployment architecture 
where server selection is critical to success. The green boxes highlight the areas where servers play a critical role to the success of the 
implementation.  

 

Figure 5. The HPE and VMware AlwaysOn design highlighting HPE ProLiant deployment areas 

Best practices and design considerations  
While there are individual factors that may drive a platform selection for your unique use case, what follows is an overview of platform option 
selections as well as common criteria used in system design.  
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Two socket versus four socket servers 
Traditional conversations around the selection of two socket versus four socket systems have centered on a scalability/cost mix, risk mitigation 
and overall manageability. As end-user computing addresses more graphics centric use cases, the conversation must now include graphics 
scalability.  

Recent testing shows that cost-effective scaling of VDI workloads is a reality on HPE ProLiant DL560 Gen9 platforms. With the introduction of 
HPE ProLiant Gen10, CPU choices are now based on a single standard development by Intel which suggests that overall compute scalability will 
remain a dead heat between two and four socket platforms. Combine this with cost scalability between the core two and four socket platforms 
discussed in this document and it points to price/performance being on par across platforms. In selecting a platform, customers should work with 
their Hewlett Packard Enterprise sales representatives or authorized Hewlett Packard Enterprise reseller to price platforms with the expectation 
that scaling will be linear. 

As with prior generation platforms, HPE ProLiant Gen10 systems are managed by HPE OneView. This insures that each platform mentioned in 
this Reference Configuration is as easy to manage and own as the next. Given the common nature of the management tools, overall 
manageability refers to the desire to manage as few systems as is feasible for a given workload. If this is a priority within your IT environment and 
the remaining criteria discussed in this section are met then strong consideration should be given to the HPE ProLiant DL560 Gen10 platform 
as an end-user computing server resource.  

Risk mitigation has traditionally involved discussions of minimizing the amount of risk placed on any one system. When risk aversion is a priority 
the favored system has been to opt for a greater number of two socket servers and that will continue with Gen10 servers. With user counts that 
are half of those on four socket systems the loss of any given server brings less disruption to end users as well as less overall capacity loss. 

Starting within the Gen9 lifecycle, the primary driver for server selection in many environments became the inclusion of graphics capabilities. 
Prior to discussing which server is the right choice it is useful to highlight the different ways that graphics may be utilized. With VMware Horizon 
there are three modes in which graphics hardware may be utilized by the end user. These modes, Virtual Shared Graphics Acceleration (vSGA), 
Virtual Graphics Processing Unit (vGPU) and Virtual Direct Graphics Acceleration, are targeted at different users and use cases while also 
carrying different design considerations for the overall solution. vSGA utilizes a VMware graphics driver that abstracts the GPU from the end-
user VM. This allows a large number of end-users who require occasional acceleration capabilities to utilize onboard cards without requiring 
direct access. vMotion is preserved when vSGA is utilized, but only a limited set of graphics APIs are supported. vGPU allows multiple advanced 
graphics users to share a single graphics card using native graphics card drivers. OpenGL, OpenCL, DirectX and NVIDIA CUDA may all be 
supported depending on the solution provided. Instant Clones may be utilized to maximize manageability but vMotion is not available. vDGA 
implementations pass a GPU through directly to the end-user virtual machine. This offers the best performance for end users that utilize the 
heaviest graphics applications and require the broadest range of API support. vMotion is not available for VMs that are configured for vDGA. 

With the above discussion in mind platform selection becomes fairly straightforward. All of the platforms discussed in this document support 
vDGA albeit with a different variety of graphics cards. In all cases since the number of graphics cards are limited per platform it is possible to 
support both vDGA users and non-graphics (or CPU only graphics users) on the same platform. In this case the prior discussions around 
manageability, scale and risk mitigation apply to platform choice. For both vGPU and vSGA solutions the HPE ProLiant DL380 Gen10 is the 
optimal rack mount solution. The HPE ProLiant DL380 Gen10 server supports a broad array of NVIDIA graphics cards that address all end-user 
computing use cases. 

Selecting options in end-user computing platforms 
This section provides an overview of selection criteria for the key server options that most contribute to delivering upon the performance, 
security, reliability and efficiency required for client virtualization. 

CPU selection 
Selecting the correct CPU for VDI requires an understanding of the workload or workloads you will support in your environment. The tradeoffs 
are generally focused on core count, core frequency and processor price point with each option carrying different weight based on user type. All 
of the platforms mentioned in this document are based on the same series of Intel processors. Some general suggestions follow. These are based 
on a combination of lab testing, customer inputs and partner feedback. Because environments vary greatly, Hewlett Packard Enterprise 
recommends Advanced Client Virtualization Services for environments that are new to end-user computing or migrating to a new operating 
system to better understand application and end-user behaviors and requirements.  

• Heavy graphics users with CPU intensive applications will benefit from higher core frequencies even at the expense of lower core counts. This 
type of use case is not density optimized on a per server basis due to the nature of heavy graphics users, so the tradeoff is generally advisable 
to insure the best performance for the user. 

https://h20195.www2.hpe.com/V2/GetDocument.aspx?docname=4AA6-8978ENW
https://h20195.www2.hpe.com/V2/GetDocument.aspx?docname=4AA5-0120ENW
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• Task workers, without requirements for graphics and with either limited or remotely hosted application sets, tend to benefit from maximum 
core counts even at the expense of core frequency.  

• Applications with limited graphics requirements that do not drive high CPU utilization should be balanced between core count and frequency 
with an eye toward maximizing cumulative compute capacity. 

GPU options 
Many end-user computing implementations are now driven by graphics requirements. There are a broad array of options available. This section 
highlights the GPUs mentioned in this document and offers a brief explanation of their normal usage and selection criteria. For more information 
about each card, consult NVIDIA’s website at nvidia.com  

• The NVIDIA Quadro P2000 is the perfect balance of performance, compelling features, and compact form factor delivering incredible creative 
experience and productivity across a variety of professional 3D applications. It features a Pascal GPU with 1024 CUDA cores, large 5 GB 
GDDR5 on-board memory, and the power to drive up to four 5K (5120x2880 @ 60Hz) displays natively. This makes it an excellent choice for 
accelerating product development and content creation workflows that demand fluid interactivity with large, complex 3D models and scenes. 
The P2000 is available to pass through to individual virtual machines and is supported on all servers discussed in this document.  

• The NVIDIA Quadro P4000 is VR ready and combines a 1792 CUDA core Pascal GPU, large 8 GB GDDR5 memory and advanced display 
technologies to deliver the performance and features that are required by demanding professional applications. The ability to create an 
expansive visual workspace of up to four 5K displays (5120x2880 @ 60Hz) with HDR color support lets you view your creations in stunning 
detail. The P4000 is specially designed with the performance that is necessary to drive immersive VR environments. Additionally, you can 
create massive digital signage solutions of up to thirty-two 4K displays per system by connecting multiple P4000s via Quadro Sync II2. The 
P4000 is supported on the HPE ProLiant DL360 Gen10 and ProLiant DL380 Gen10 servers. 

• The NVIDIA Quadro P6000 is the world’s most advanced professional graphics solution ever created, combining the latest GPU, memory and 
display technologies that result in unprecedented performance and breakthrough capabilities. Professionals across a range of industries can 
now create their most complex designs, solve the most challenging visualization problems and experience their creations within the most 
detailed, life-like VR environments. The P6000 features 3840 CUDA cores and is supported as a pass through option on the HPE ProLiant 
DL380 Gen10 server. 

• The NVIDIA M10 is vGPU enabled and focuses on graphics virtualization. IT needs a software-defined approach to virtualization in the data 
center that delivers scalability, data security, and simplified manageability. However, adoption of desktop virtualization solutions has been 
limited by their failure to deliver a user experience that’s as good as physical devices. The NVIDIA Tesla M10 GPU accelerator works with 
NVIDIA GRID software to provide the industry’s highest user density for virtualized desktops and applications. It supports 64 desktops per 
board and 128 desktops per server, giving your business the power to deliver great experiences to all of your employees at an affordable cost. 
The NVIDIA Tesla M10 GPU is available on the HPE ProLiant DL380 Gen10.  

Storage 
End-user computing implementations offer a broad array of local storage options. In a scenario involving SAN connectivity, the local host may 
have nothing more than a local SD or USB boot device for the hypervisor to reside on. Similarly, a boot LUN may be presented creating a server 
with no local boot media. In these cases, a disk free server is an option. A more common scenario involves the implementation of software defined 
storage (SDS). When utilizing SDS it is important to insure you are choosing the right storage from the right vendor.  

For end-user computing scenarios, all flash or tiered storage with at least one flash layer are the best storage options. Boot, virus scan and user 
logins require a lot of I/O, so the storage subsystem has to be able to keep up. While boot, virus scan and login scenarios are heavily read based, 
runtime caching of OS and even application reads can mean the workload to disk is heavily write biased. This means a focus on long-term 
reliability requires selection of a write-intensive or mixed-use drive up front. Selection will be based on the cumulative amount of write I/O users 
will produce as well as the underlying RAID configuration of the disks.  

Whichever drive is chosen, HPE offers features that make it a compelling choice for end-user computing: 

• HPE solid-state-drives (SSDs) are backed by over 3.35 million hours of the industry’s most rigorous testing. 

• HPE Smart SSD WearGauge monitors and reports on the lifespan of the SSDs you have implemented. 

• Full path error detection checks for data correctness between host interface to the SSD and back. 

• All HPE SSDs on Gen10 platforms include Digitally Signed Firmware and best-in-class firmware security features. This prevents malicious 
firmware modifications that could result in data destruction, manipulation and theft as well as protection from counterfeit drives.  

http://www.nvidia.com/


Reference Architecture Page 12 

 

HPE solid state disks come in a number of form factors including PCIe based, large form factor and small form factor SAS and SATA with 
capacities up to 6.4TB. This comprehensive portfolio is designed to meet all customer needs. The HPE SSD Selector Tool (ssd.hpe.com) 
dramatically reduces the time and complexity of selecting just the right SSD for demanding workloads 

In addition to drive selection, the controller you choose for your end-user computing implementation should be a focal point when choosing your 
platform. HPE Smart Array controllers offer an array of features that support a successful end-user computing experience: 

• Mixed Mode – Software defined storage is frequently at the core of end-user computing implementations. Many of the SDS vendors require a 
controller in HBA mode. HPE Smart Array Gen10 controllers offer the ability to use both HBA and RAID mode simultaneously which means 
using one controller. This frees up a PCIe slot for other uses such as graphics cards. 

• Better Performance – When all-flash is the design goal, disk performance is critical. HPE Gen10 controllers deliver up to 65% more 
performance compared to Gen9 controllers. This can mean faster boot, quicker time to recovery and improved user experience – all of which 
are used to define a quality end-user computing implementation. 

• Less Power – End-user computing implementations move much of the user experience from the desk into the data center or server room. This 
can mean net new equipment in places where power matters. The Gen10 controllers use up to 45% less power than the Gen9 controllers 
which means lower power requirements for your implementation. 

• Security – Healthcare, Government and Financial Services are big adopters of end-user computing technology and for these entities, security 
matters greatly. HPE Smart Array SR Secure Encryption is a FIPS 140-2 Level 1 validated enterprise class controller-based encryption solution 
for data-at-rest on all SAS/SATA drives and provides customers with data security to comply with regulations for sensitive data such as HIPPA 
or Sarbanes-Oxley.  

For the majority of end-user computing scenarios involving software defined storage, including tiered or all flash disk layouts, the HPE Smart 
Array 400 series of array controllers will be an ideal choice.  

Platform security  
Reliability and security have been hallmarks of the ProLiant brand and one of the many reasons HPE continues to lead the industry in quality. 
HPE Gen10 servers are a continuation of that brand promise with more security features than ever before so you can continue to be confident 
and in control of your secure server environment within your end-user computing deployment. 

HPE Integrated Lights-Out (iLO) 5 and new Gen10 upgrades allow HPE to deliver premium security through key innovations that protect your 
HPE servers from attacks, detect potential invasions and allow you to recover your firmware to the last known good state.  

Protect 
Remove vulnerabilities that expose infrastructure firmware to malicious attacks with HPE’s exclusive silicon root of trust. HPE Secure Start 
uniquely ensures that only HPE-signed firmware will boot by validating through HPE’s silicon root of trust so you can be confident that your 
booted firmware is safe. New with Gen10 servers, HTTP/HTTPS boot also offer a secure and reliable replacement for PXE. Exclusively available 
on Gen10 servers, the new iLO Advanced Premium Security Edition license brings together a unique combination of our iLO Advanced 
management capabilities and new, premium security features like Commercial National Security Algorithm (CNSA) mode. 

Tamper-proof updates also authenticate that firmware updates are accessible only though iLO and are digitally validated. 

Detect  
Run time firmware validation ensures that your firmware is checked every 24 hours to identify any potential intrusions that may occur post-boot. 

Recover 
Avoid lasting damage to your business by quickly restoring firmware to the factory settings or the last known authenticated safe setting in the 
unlikely event of a breach. 

Networking 
IT must balance the needs for bandwidth, redundancy, performance and security with the cost of deploying the network. HPE’s broad portfolio of 
Ethernet and Fibre Channel adapters addresses those needs to insure client virtualization workloads meet the expectations of the business and 
of end users. HPE offers network interface controllers and converged network adapters supporting 1, 10, 20 and 25GbE with 10G and 25G 
adapters supporting secure root of trust for authenticating signed firmware. HPE also offers host bus adapters (HBA) supporting 8, 16 and 32Gb 
Fibre Channel.  

https://ssd.hpe.com/
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Performance 
Implementations of VDI such as those for trader workstations and high end graphics bring requirements for low network latency. For these 
environments adapters featuring Single Root I/O Virtualization (SR-IOV) capabilities are recommended. SR-IOV offloads the creation of Virtual 
Functions for access by user VMs which bypasses the hypervisor and virtual switch. This yields lower CPU utilization as well as improved VM 
performance from a network perspective. Implementing Network Partitioning on an HPE Converged Network Adapter (CNA) can provide QoS at 
the VM level and further reduce CPU utilization for increased overall performance. 

Bandwidth and redundancy 
While not mutually exclusive, the trade-off between bandwidth and availability via redundancy is a frequent decision point for design. Many end-
user computing workloads, especially those that are not dense from a per server perspective, perform well with a cumulative bandwidth of 10Gb 
for all functions (storage, production nets, vMotion). But for those IT departments that are looking for always available bandwidth for the various 
functions within end-user computing environments, HPE 25Gb Ethernet network adapters in HPE ProLiant Gen10 servers can achieve up to 
750Gbps max I/O throughput for the highest performance. Frequently these environments are looking to place all traffic on a pair of redundant 
wires to minimize cost and complexity. For environments where discomfort with risk may drive IT decisions, choosing multiple 10Gb adapters to 
distribute risk across a number of physical connections may make more sense.  

Network security 
There is no avoiding network connected hosts when the experience the host delivers must be shipped over the wire to the end user. From an IT 
perspective, knowing that the host is secure is of great value and part of ensuring that security is that the protection of the devices on the 
network cannot be an afterthought. HPE ProLiant Gen10 networking options feature a variety of features that will help IT from a security 
perspective insure systems are protected, threats are detected and recovery is simplified. Security is covered in the Platform security section of 
this document.  

HPE’s networking heritage assures that security and reliability are designed-in for a seamless ecosystem experience.  For Gen10 HPE has 
developed and implemented the following security features. 

• The network adapter’s Chain of Trust is created for a “true” HW Root of Trust essential for validating firmware with public keys that must 
match private keys embedded in the NIC silicon.  

• Authenticated updates for NICs validate that signed firmware is correct and trusted to eliminate any rogue firmware installation. 

• Secure Boot safeguards the NIC and ensures no rogue drivers are being executed on start-up 

• Sanitization (Secure User Data Erase) renders User and configuration data on the NIC irretrievable so that NICs can be safely repurposed or 
disposed.  

• Audit Logs are a forensics capability that provides traceability into authenticated firmware updates by capturing changes in standard system 
logs.  

• Device-level Firewall blocks any unmanaged access to memory or storage. This ensures that on-device firmware and configuration data can 
only be accessed by authorized agents. 

• HW Authentication brings cryptographic keys onto the NIC to protect user and configuration data from unauthorized access.  

Storage connectivity 
Storage connectivity is available in numerous forms. Standard 1Gb and 10Gb Ethernet adapters can support software based iSCSI initiators or 
connectivity to file based storage. For certain software defined storage implementations such as with HPE StoreVirtual VSA this connectivity 
works very well and can simplify the overall connectivity into the environment. Adapters can be dedicated to storage traffic and the security and 
performance mentioned above are achieved. For HPE 3PAR StoreServ or HPE Nimble storage, a Converged Network Adapter or a Fibre Channel 
adapter can be selected to connect via a storage area network. Converged Network Adapters running at 10GbE or 25GbE provide hardware 
assisted benefits that improve performance as mentioned previously as well as allowing for a single method of connectivity into the networking 
infrastructure. Ethernet and storage traffic, iSCSI or FCoE are carried over the same cables. Environments that utilize Fibre Channel infrastructure 
have a choice of 8Gb, 16Gb or 32Gb HBAs on HPE ProLiant Gen10 platforms.  

Memory  
HPE server memory combines performance, reliability and efficiency to provide the compatibility, capacity and bandwidth to productively 
manage your expanding workload regardless of computing and budget requirements. Properly sizing memory capacity is important to the 
success of VMware Horizon implementations. With HPE ProLiant Gen10 platforms, system memory capacities allow for dense implementations 
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that prevent underutilized memory resources. Individual DIMM capacities are available up to 128GB with speeds of up to 2666 MT/s. With 
maximum memory bandwidth that is 66% greater than that found in HPE ProLiant Gen9 systems, memory performance and sizing issues should 
be preventable.  

Balancing the requirements between CPU and memory requires knowledge of your environment. As mentioned previously, Hewlett Packard 
Enterprise recommends the HPE Advanced Client Virtualization Services for environments that are new to end-user computing or migrating to a 
new operating system. For existing environments with in-depth knowledge of user and application behaviors, HPE recommends utilizing that 
data to properly size memory. Selecting the fastest memory available per platform for end-user computing environments is recommended. 

Power supplies 
New end-user computing implementations bring compute into the data center that were previously distributed across desktops. This 
centralization of equipment means net new power requirements. With this in mind, in order to minimize Opex for the data center, maximizing the 
efficiency of the servers you bring in is critical. HPE ProLiant Gen10 server Flex Slot power supplies start at 92% efficiency. Platinum and 
Titanium power supplies are more efficient still with 94% and 96% efficiency. This translates to reduced cooling and utility costs as wasted power 
equals more heat. 

Because user data and the productivity systems it is created on are critical pieces of business intelligence, insuring the availability of those 
systems is equally important. With HPE ProLiant Gen10 servers, HPE offers Flex Slot power supplies that are capable of providing redundancy in 
all three platforms discussed in this document. Properly connected to redundant power feeds, these power supplies help to maximize uptime.  

HPE recommends selecting a minimum of Platinum power supplies for all end-user computing implementations. The wattage of the power 
supply will depend on options selected at the server level. Consult with your Hewlett Packard Enterprise sales or technical representative or with 
an authorized Hewlett Packard Enterprise reseller to insure you are selecting the optimal power supply solution.  

Rack and power 
At the core of every end-user computing focused solution is the need to understand the space and power requirements to make it successful. 
Hewlett Packard Enterprise provides choices for securing and powering every piece of these solutions and provides tools to help customers 
make the most informed decisions. Following the steps outlined below will help you gain a better understanding of what the solution will mean 
within the context of your data center or server room. 

• Start with a Bill of Materials. Whether you utilize a BoM included within Hewlett Packard Enterprise reference architectures or work with your 
Hewlett Packard Enterprise sales team or an authorized reseller, this is the first step is to understand the components of the solution you will 
build and deploy.  

• Understand your available power. Make note of the type of power you can provide to the rack or racks, including voltage and plug types. 

• Open up the Infrastructure Architect tool at https://iallb.itcs.hpe.com and use your data center information and Bill of Materials to select your 
rack, PDU, UPS and KVM for the solution.  

• Take the BoM you built in Infrastructure Architect and bring it into Power Advisor at https://paonline56.itcs.hpe.com/?Page=Index. Power 
Advisor will help you understand the power consumption of your solution based on your inputs and assumptions.  

Manageability and performance 
Simplify operations 
As an IT organization, you want to spend less time managing your hardware infrastructure and more time defining and delivering IT services that 
transform your business. HPE Server Management tools are designed to give you the freedom to focus on your business and not your IT 
maintenance. With a number of new innovations to keep your environment running as efficiently and productively as possible, our server 
management tools can help your organization save valuable time, resources and money. 

Optimize performance with Intelligent System Tuning 
Exclusively available in HPE ProLiant Gen10 servers, Intelligent System Tuning (IST) is a new set of revolutionary capabilities controlled through 
iLO that make it easier to manage your on-premises infrastructure by bringing new levels of performance, agility and control to your server 
environment. These new features enable you to dynamically tune server performance to uniquely match the needs of the workload for significant 
performance improvements, tangible savings and a more intelligent server environment.  

To improve workload throughput, start by leveling and balancing frequency fluctuation with HPE’s patented Jitter Smoothing technology. 
Engaging processor turbo boost can cause frequency fluctuations or “jitters” which results in a constant struggle between maximum output and 

https://h20195.www2.hpe.com/V2/GetDocument.aspx?docname=4AA5-0120ENW
https://iallb.itcs.hpe.com/
https://paonline56.itcs.hpe.com/?Page=Index
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deterministic performance needs. Now available on all ProLiant Gen10 servers, Jitter Smoothing mitigates processor frequency fluctuation to 
improve overall workload throughput above turbo mode. 

HPE core boosting technology 
To maximize application performance, leverage the HPE Workload Matching feature now available on all ProLiant Gen10 servers. Select from 
preconfigured workload profiles to automatically tune internal server resources to experience up to a 9% performance improvement over server 
default settings. 

Reduce maintenance windows 
HPE server management tools empower you to manage and maintain your servers at scale for maximum agility. Leveraging iLO Federation, 
Smart Update Manager (SUM) and the new iLO Amplifier Pack, you can seamlessly discover and inventory as many as 10,000 HPE Gen8, Gen9 
and Gen10 servers in your environment in a matter of minutes. With iLO Amplifier Pack, you can apply updates at scale to reduce the hassle of 
firmware updates and minimize downtime. 

Firmware updates are also smarter than ever with Smart Update. iLO with Integrated Smart Update reduces maintenance windows, overall 
downtime and the number of personnel required to execute firmware updates. Built-in rollback capabilities also ensure peace of mind by 
enabling IT administrators to revert back to a known “good” update so you can be confident and in control of your environment. 

Sophisticated troubleshooting tools to speed problem resolution 
Troubleshooting can often be a hassle and a cumbersome necessity of managing any server environment. To ensure your servers are running at 
optimal performance, HPE server management offers several innovations in Gen10 servers to streamline the troubleshooting process so you can 
restore your servers to optimum health with ease.  

The HPE Active Health System (AHS) is an essential component of the iLO management portfolio that provides continuous, proactive health 
monitoring of HPE servers. Now with the Active Health System Viewer (AHSV), customers with an active warranty or support agreement have a 
web-based portal to easily read their AHS logs and speed problem resolution. Self-repair recommendations for a select set of errors help 
customers take repair actions without the need for HPE personnel intervention and return server environments to optimum performance quicker. 
With AHSV, over 25% of common server errors can now be resolved with minimal to no phone time with customer support. In the event that 
customer support is required, AHSV offers 1-click support from the UI and can save up to 20 minutes of phone time. 

Exclusively available on Gen10 servers, the new iLO service port is a USB port for IRC and AHS downloads that gives you direct, front of server 
access to iLO. This new feature also allows you to give iLO access without the need to connect and authenticate on your network, making it 
simpler to access the information you need quickly. 

Management with HPE OneView 
To stay ahead of the competition, your business must move quickly. To accelerate IT service delivery, organizations are demanding a simpler and 
more efficient IT infrastructure with automated workflows. HPE OneView is your infrastructure automation engine built with software intelligence. 
It streamlines provisioning and lifecycle management across compute, storage and fabric and enables IT staff to control resources 
programmatically through a unified API. With HPE OneView, infrastructure can be configured, monitored, updated and repurposed with a single 
line of code, allowing IT teams to more effectively meet changing application needs. 

Deploy infrastructure faster with software defined intelligence 
HPE OneView includes templates so domain experts are able to model important settings in software such as RAID configuration, BIOS settings, 
firmware baseline, network uplinks and downlinks, and SAN storage volumes and zoning. 

Infrastructure device drivers and firmware updates can be automated at scale. Frictionless firmware updates provide the ability to conduct minor 
updates to infrastructure online with zero downtime and major updates with reduced downtime. 

OneView delivers a new level of storage automation that makes businesses more responsive and efficient. HPE 3PAR StoreServ storage is fully 
integrated with OneView server profiles, which saves time by automating a policy-driven rollout of enterprise class storage resources. 

OneView connects with HPE Cloud Services Automation 10 (CSA) to facilitate provisioning of cloud services that contain physical and virtualized 
components. Via OneView integration, CSA will allow you to provision multi-node virtualization clusters using OneView Server Profile Templates. 

Simplify lifecycle operations with proactive insight and frictionless updates 
HPE OneView delivers proactive insights into the health of your entire infrastructure. An intuitive dashboard provides an at-a-glance view of the 
status of your servers, storage pools and enclosures. Color-coded icons clearly show which systems are functioning properly and which ones 
need attention. 
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Software defined templates make it easy to update firmware baselines. By changing the baseline in the server profile template, managed systems 
will self-identify themselves as requiring updates. Those systems may then be updated individually or as a group. 

HPE Integrated Lights-Out (iLO) simplifies monitoring and remote control. Agentless monitoring validates that any system hardware failures are 
rapidly reported to HPE OneView. Remote control allows rapid access to system power and remote console whether the server is running or 
offline. 

Integrated remote support automatically logs hardware failures with Hewlett Packard Enterprise support to speed problem resolution and 
accelerate parts or service technician dispatch. 

The HPE OneView Global Dashboard makes it easy to manage thousands of HPE BladeSystem c-Class, HPE ProLiant DL, HPE Hyper Converged 
380, HPE Synergy and HPE Apollo portfolios through an integrated view. 

Accelerate time to value with HPE Services and Support 
HPE OneView 24 x 7 support provides the expertise required to address problems with product configuration or operations as well as conduct 
defect analysis and resolution. 

Installation and start-up as well as migration services simplify installation and configuration of OneView for a limited number of systems to deliver 
the best experience from day one. 

Summary  
Hewlett Packard Enterprises’ new HPE ProLiant DL380 Gen10, DL360 Gen10, and DL560 Gen10 server platforms are ideal for client 
virtualization workloads. With their significant technology enhancements, the HPE Gen10 platforms deliver a more secure, higher performant 
end-user experience with reduced power and cooling requirements over comparable ProLiant Gen9 platforms.  



Reference Architecture Page 17 

Sign up for updates 

© Copyright 2017 Hewlett Packard Enterprise Development LP. The information contained herein is subject to change without notice. 
The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty statements accompanying 
such products and services. Nothing herein should be construed as constituting an additional warranty. Hewlett Packard Enterprise shall 
not be liable for technical or editorial errors or omissions contained herein. 

VMware, Horizon, vRealize, vSphere and VMware User Environment Manager are registered trademarks or trademarks of VMware, Inc. in 
the United States and/or other jurisdictions. Microsoft, Windows Server, and Windows are either registered trademarks or trademarks of 
Microsoft Corporation in the United States and/or other countries. Intel is a trademark of Intel Corporation in the U.S. and other countries. 

a00018552enw, July 2017 

Resources and additional links 
HPE Client Virtualization Reference Architectures 
hpe.com/info/clientvirtualization-ra 

HPE Advanced Client Virtualization Services 
https://h20195.www2.hpe.com/V2/GetDocument.aspx?docname=4AA5-0120ENW 

HPE Servers 
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